WLm van Grembergen
- Steven de Haes

Enterprise
Governance of

Information. &
lTechnoIogy \

Achieving Strategic
Alignment and Value

Enterprise Governance of IT

Prof. dr. Wim Van Grembergen
University of Antwerp (UA)

Antwerp Management School (AMS)
IT Alignment and Governance Research Institute (ITAG)

wim.vangrembergen@ua.ac.be


mailto:wim.vangrembergen@ua.ac.be
mailto:wim.vangrembergen@ua.ac.be
mailto:wim.vangrembergen@ua.ac.be

im van Grembergen
Steven de Haes

Enterprise
Governance of

Information. &
l Technology §
L

Achieving Strategic
Alignment and Value

Lz Springer

What is IT Governance?



Definition of EGIT

Enterprise Governance of IT (EGIT) is an integral part of enterprise
governance exercised by the Board overseeing the definition and
implementation of processes, structures and relational
mechanisms in the organisation enabling both business and IT
people to execute their responsibilities in support of business/IT

alignment and the creation of business value from IT- enabled
business investments.

(Van Grembergen & De Haes, 2009)
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Structures, processes and relational mechanisms

Structures

Roles and responsibilities, IT organisation
structure, C1O on Board, IT strategy
committee, IT steering committee(s)

Processes

Strategic Information Systems Planning, (IT)
BSC, Information Economics, SLA, COBIT,
Val IT, ITIL, IT alignment / governance

maturity models

Enterprise governance of IT

Relational mechanisms

Active participation and collaboration between principle
stakeholders, Partnership rewards and incentives,
Business/IT co-location, Cross-functional business/IT

training and rotation




Delphi research
resulted in 33
EGIT practices

]'J.ldex l'r Prasis Dafiniis
51 IT sfrategy cotumnittes at level of board of directors Cotarnittee at lewel of hoard of directors to ensure IT is regilar agenda item
E and reporting 1sue for the board of divectors
E 52 IT eypertise at level of board of directors Ilermbers of the board of ditectors have expertize and experience regarding the
@ value and risk of IT
53 (1T pudit cormrittes at lesel of board of directors Indepent cormmittes at level of board of directors overviewing (IT) assurance
é activities
En 54 CIOjon executrve cornattes CI0 is & full mercber of the executrve coranittes
= 55 CIO|Chief Inforrnation Officer) reporting to CEO (Chief Executree Officer) |CTO has a direct reporting line to the CEO andior COO
andfgr SO0 (Chief Cperational Officer)
56 IT sfeering commmnittee (1T rrrestrnent esaluation [ prin at exe tlve I |5tee com.m.lttee at execitlve or senior
serigr managetnett lesel) "i? m{ |sible for deterraining husiness priorities in IT
Jm'estmen 3.
57 IT gywerriance funetion f officer Funetion in the organsation resporsible for promoting, ditving and managing
IT govertance processes
58 Secupity f complianee [ risk officer Function responsible for security, cormpliance andfor nisk, which possibly
impacts IT
50 IT ppoject steering coraroittes Steering cormardttes cormposed of business and [T people focusing on
priomtizing and maraging IT projects
510 |IT sqcurity steering committes Steering cormarittes composed of business and [T people focusing on IT
related risks and security issues
811 | LrcHitecture steering corumittes Corrittee composed of business and IT people providing architecturs
|gudelines and adwise on thewr applications.
512 |Integeation of govermance/alisrment tasks in rolesgrresponsibilities Docutnented rolesdresponsihilities include govermancefalisrment tasks for
bmziness and [T peopl& {of Wegllh
L F1 StratE I SR IEE [ iy T OPRR prOee 0 GEIITE arel MEAtE T 1T STEey
g F2 IT perfornance measaretnent (g2, IT balaneed scorecard) IT performance measurement i domatns of corporate contribution, user
E orientation, operational excellence and finture orientation
=1 F3 Portfolio managernent (incl. business cases, infiormation economies, BOL Priontisation process for IT irvesterments and projects in which business ang
é payhack) IT iz irovobved (incl business cases)
P4 Chatpe back arrangerents - total cost of ownership (e 2. actiity based Iethodology to charge back [T costs to business umts, to enable an
En costie understanding of the total cost of ownership
= | ] Service level agreetnents Formal agreements between business and IT shout [T deseloproent projects
1 1 -
P IT ggrvermance framework COBIT L [ !-r fé-ﬁ%%smme and control framework
P IT gyrwerriance assurance and self-assessment Regular selfassessrnents or indepent assurance activities on the gonverrance
and control over IT
F3 Projget govetnance [ managernent tethodologies Processes and methodologies to govern and manage IT projects
P9 IT bpdzet control and reporting Processes to control and report upon budgets of IT itsrestments and projecty
P10 |Bendfits management and reporting Processes to monitor the planed busivess benefits during and after
implernentation of the IT irvestients f projects.
P11 |COSkuERLd Framnework for ntemnal contzol
= El Job-fotation IT staft workang i the business units and business people workang m 1T
. B2 Co-lpcation Fhyrsically locating business and IT people close to each other
5 R3 Croge-training Training business pecple sbout [T andior trainimg IT people shout business
E R4 Enofrledze managerment (on [T governance) Swsters (intranet, ...} to share and distribute knowledge about [T governans
'E framework, responsibilities, tasks, etc.
E-| ] Busihess T account managemment Bridging the gap between business and [T by roeans of account managers wly
"g act as in between.
2 B Ezecptrve | senior ranagerent gﬂrﬁm H ph M{}gmmm
é BT Infogral meetings between business and [T executefzenior managernent Inta meetmgs wﬂh hio agem:ﬁ, where husmess and IT senior managermen|
talk ahout general actrvities, directions, ete. (eg. during inforrnal hinches)
Eﬂ B8 IT lepdership Ahality of CI0 or sirdlar role to articlate a vision for IT's mole in the
- corpany ahd ensure that this vision is clearly understood by managers
throughont the orsanisation
L Corgorate internal corranication addressing IT on a regular basis Internal corporate cormrmmication reglarly addresses general [T issues.
R10  |IT gywetnance awarehess catapaighs Campaigns to explain to business and [T people the need fior [T govemance




Perceived effectiveness of EGIT practices

IT steering committee (IT investment evaluation / prioritisa
CIO reporting to CEO and/or COO
CIO on executive committee

IT budget control and reporting

folio management (incl. business cases, information economics, ROI, paybac

Project governance / management ogies

Ste

-

IT performance measurement (e.g. IT balanced scorecard) = |

m;

Executive / senior management giving the good example

Strategic information systems planning

Informal meetings betw een business and IT executive/senior management

Business/IT account management

IT strategy committee at level of board of directors

Service level agreements

Corporate internal communication addressing IT on a reg

¢ IT governance framew ork COBIT J

Charge ; costing)

Security / compliance / risk officer

Know ledge management (on IT governance)

Integration of governance/alignment tasks in roles&responsibilities

(IT) audit committee at level of board of directors

IT expertise at level of board of directors

Architecture steering committee

IT governance func :

‘( Benefits management and reporting L

ne] paigns

IT security steering committee

Cross-training

Co-location

IT governance assurance and self-assessment

Job-rotation
COSO/ERM

0,0 0,5 1,0 15 2,0 2,5 3,0 3,5 4,0 4,5 5,0

0 = not effective, 5 = very effective



Perceived ease of implementation of EGIT practices

CIO reporting to CEO and/or COO 1

Security / compliance / risk officer

IT project steering committee

IT budget control and reporting

Informal meetings betw een business and IT executive/senior management

Corporate internal communication addressing IT on a regular basis

IT security steering committee

CIO on executive committee

(IT) audit committee at level of board of directors

IT strategy committee at level of board of directors

IT steering committee (IT investment evaluation / prioritisation)

Business/IT account management

IT governance aw areness campaigns

Service level agreements

Architecture steering committee

IT governance function / officer

Co-location

Project governance / management methodologies

IT leadership

Cross-training

Strategic information systems planning

BXecutive / senior management giving

IT performance measurement (e.g. IT balanced scorecard)

rtfolio management (incl. business cases, information economics, ROI, payback)

T TR & €5 pons ibilities

nmgover

[ IT governance framew ork COBIT [
< =

-rotation

Wtaﬂ CcOSt of OW NErship (€.0. aCIV Iy b et At
S Benefits management and reportin
Trex of board of directors

COSO/ERM

i |

0,0 0,5 10 15 2,0 2,5 3,0 35 4,0 4,5

7 0 = not easy to implement,,
5 = very easy to implement
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Example structure: IT Steering
Committee

A group of senior executives appointed by the board to ensure that
the board is involved in and kept informed of major IT-related
matters and decisions. The committee is accountable for
managing the portfolio of IT-enabled investments, IT services

and IT assets, ensuring that value is delivered and risks are
managed.

e ]

Boarc Meellhes
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Example structure: IT Steering

Committee

Mandate: ensuring business value from IT-enabled
iInvestments

Span of Control: servicing the entire business/IT entity
for which the board is responsible
Delegation Rights: delegating authority to executive
management to carry out its decisions
Escalation Rights: escalating all key issues and findings
impacting the board
Authority Level/Decision Rights: the Committee is
responsible for the prioritisation and selecting the IT
portfolio
Operating Principles:
« The Committee should meet at least quarterly. More
frequent meetings may be scheduled depending on the need
« Regular reporting to the board.

« Minutes of meetings should be kept and approved in a
timely manner

10



Example process: IT Portfolio Management

Value - the end business outcome expected from an IT-enabled business
investment where such outcomes may be financial, non-financial or a
combination of the two.

Portfolio - a suite of business
programmes managed to optimise

overall enterprise value

Portfolio
Management

Programme - a structured grouping of
projects that are both necessary and
sufficient to achieve a business outcome
and deliver value, including business
change management, business
processes, people, etc. (primary unit of
investment within VALIT)

Programme
Management

Project

Management Project - a structured set of activities

concerned with delivering a defined
capability based on an agreed
schedule and budget (that is necessary
but not sufficient to achieve a required
business outcome)

11



Portfolio Management

Demand :
Process Portfolio Process
2]

32

Idea Phase1: Phase?2: Ph_ase 3: Phase 4:
forming Pre-study | Feasibility | Architecture&| Design&
stud Specifications | Construction

Phase| Phase5:
UAT [Implementation

Three approval steps : Three decision thresholds:
Approval 1: Businessideas selection ST — A
Approval 2: Programme Go > SHg om ee (5

pproval 3: Investment approval > 5004k o% 00
> 150 k€ og




Example: KLM - Innovation Continuity
Bicycle

Business/IT
Strategy

'

Governance principles and Priority-rules

v \
Business
/ Cases \

Evaluate Bl
Administer Service Eliminate Evaluate Programme £
) . xecute
Portfolio Portfolio

Deliver

Continuity Innovation

13



Example:
Business Case Process

Business Case Process

e

| 1
Before Implementation I—:>I During Implementation I—:>I After Implementation

14
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A BUSINESS CASE is a formal investment
document with a structured overview of
relevant information that provides a
rationale and justification of an investment
with the intent to enable well-founded

Investment decision-making.

A BUSINESS CASE PROCES is a set of
logically related tasks that affect a
business case and supports continuous
business case usage with the intent to
enable well-founded investment decision-
making and to ultimately increase
Investment success.



Example process: IT Balanced Scorecard (BSC)

USER ORIENTATION

How do users view the IT department?

Mission

To be the preferred supplier of information

systems.

Objectives

e  Preferred supplier of applications

e  Preferred supplier of operations vs.
proposer of best solution, from whatever
source
Partnership with users

e User satisfaction

The User Orientation
perspective represents
the user evaluation of IT.

FUTURE ORIENTATION

How well is IT positioned to meet future
needs?

Mission

To develop opportunities to answer future
challenges.

Objectives

e Training and education of IT staff

e Expertise of IT staff

e Research into emerging technologies
e Age of application portfolio

16

The Business Contribution
perspective captures the business
value created from the IT
investments.

/ AN

\ /

The Future Orientation
perspective represents the
human and technology
resources needed by IT to
deliver its services over time.

BUSINESS CONTRIBUTION

How does management view the IT
department?

Mission

To obtain a reasonable business contribution
from IT investments.

Objectives

e Control of IT expenses

e Business value of IT projects

e Provision of new business capabilities

The Operational
Excellence perspective
represents the IT processes
employed to develop and
deliver the

applications.

OPERATIONAL EXCELLENCE

How effective and efficient are the IT
processes?

Mission

To deliver effective and efficient IT
applications and services.

Objectives

e Efficient and effective developments
e Efficient and effective operations

16



IT Balanced scorecard

+ Key Goal Indicator (KGI) - is defined as a measure of what has to be accomplished.
+ Key Performance Indicator (KPI) - measures of how well the process is performing.

KGI

E:G: Lines of code per

Person index of user
satisfaction

KPI

E.g. Number of educat
days response time of
help desk

ional

Balanced Scorecards Cascade:

The IT Development BSC and the
IT Operational BSC both are
enablers of the IT Strategic BSC
that in turn is the enabler of the Business
Business BSC. BSC

IT

Strategic
BSC

IT
Development
BSC

IT
Operational

BSC

17
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I'T Governance assessment

Organisation

Rationale

Maturity
0l1(2|314 1|5
0l|1(2|314 1|5
0112|314 (5
0112|314 |5

0]1]2|3[4 (5
0]1]2|3[4 (5
01121314 |5
01121314 |5
0]1]2|3[4 (5
0]1]2|3[4 (5
0]1]2|3[4 (5
01121314 |5
01121314 |5
0]1]2|3[4 (5
0]1]2|3[4 (5
0112|314 |5
01121314 |5
0]1]2|3[4 (5
0]1]2|3[4 (5
0]1]2|3[4 (5
0112|314 |5
01121314 |5
0]1]2|3[4 (5
0]1]2]3[4 (5
0]1]2|3[4 (5
01121314 |5
01121314 |5
0]1]2|3[4 (5
0]1]2|3[4 (5
0]1]2|3[4 (5
01121314 |5
011]2]3 (4|5
0]1]2|3[4 (5

Other practices

General remarks

19



Business/IT alignment

Business/IT alignment refers to applying IT in an
appropriate and timely way in harmony with business
strategies. It addresses how:

1. IT is aligned with the business

2. The business should or could be aligned with IT.

Jerry Luftman’s assessment of business/IT alignment
maturity.

20



Business/IT maturity assessment (Jerry Luftman)

IT is perceived by the business as:

1
2
3
4
5

6

A cost of doing business

Emerging as an asset

A fundamental enabler of future business activity

A fundamental driver of future business activity

A partner for the business that co-adapts/improvises in bringing value to the firm
N/A or don’t know

The following statements are about the IT and business_relationship and trust.

1
2
3
4
5

6

There is a sense of conflict and mistrust between IT and the business.

The association is primarily an “arm’s length” transactional style of relationship.
IT is emerging as a valued service provider.

The association is primarily a long-term partnership style of relationship.

The association is a long-term partnership and valued service provider.

N/A or don’t know

The following statements are about the cultural locus of power in making IT-based
decisions. Our important IT decisions are made by:

21

1

2
3
4
5
6

Top business management or IT management at the corporate level only

fl'c% business or IT management at corporate level with emerging functional unit level
influence

Top business man_a?ement at corporate and functional unit levels, with
emerging shared influence from IT management

Top management (business and IT) across the organization and emerging
influence from our business partners/alliances.

Top management across the organization with equal influence from our
business partners/alliances.

N/A or don’t know



The relationship between EGIT and business/IT alignment

F
Business/IT IHE> << m CDE H

allgnment matur'ty 1.8 19 0 21 -2,2/2/2,4 25 26 27 28 29 WBA

>>

4,40
35 — o~

3:0 ¥
Maturity of IT IJ 2,50 \
governance HHE> g 299] _~ % ,’i

. 1,50
practices A o N T )
0,50 I/
0,00
Structures Processes Relational
mechanisms

22
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COBIT 5 framework for EGIT



e

Synopsis: Meeting
Stakeholder

COBIT 5 brings together Needs

five principles that

allow the enterprise to

build an effective

governance and Separating

management Governance

framework based on a
holistic set of seven

from
%nagement
enablers that optimises

information and Principles
technology investment \\
and use for the benefit |

of stakeholders.

COBIT 5

Jr—

EnablingA
Holistic

Qaproach

24

Covering the
Enterprise

) Qd-to-End

ApplyingA
Single

Integrated
wmework

24



1. Meet Stakeholder Needs

Stakeholder Drivers

(Environment, Technology Evolution, ...)

Synopsis:
( Influences )
« Stakeholder needs
have to be Stakeholder Needs
transformed into an !
., . Benefits Risk Resource
enterprise’s actionable Optimisation
strategy.

« The COBIT 5 goals
cascade translates
stakeholder needs into
specific, actionable Enterprise Goals
and customised goals
within the context of
the enterprise, IT-
related goals and
enabler goals.

Enabler Goals

25



2. Covering the Enterprise End-to-end
RACI

EDMO2 RACI Chart
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Key Governance Practice

EDM02.01

Evaluate value optimisation.

EDMO02.02

Direct value optimisation.

EDMO02.03

Monitor value optimisation.

26



3. Applying a Single Integrated Framework

COBIT 5 aligns with the latest relevant other standards
and frameworks used by enterprises:

« Enterprise: COSO, COSO ERM, ISO/IEC 9000,
ISO/IEC 31000

« IT-related: ISO/IEC 38500, ITIL,
ISO/IEC 27000 series, TOGAF,
PMBOK/PRINCE2, CMMI, etc.

« This allows the enterprise to use COBIT 5 \d
as the overarching governance and
management framework integrator.

« ISACA plans a capability to facilitate COBIT
user mapping of practices and activities to 2P..L
third-party references. ~

cvivi

@)
’(6 PRINCE2

27

27


https://www.google.de/url?q=http://www.ecured.cu/index.php/Normas_ISO_9000&sa=U&ei=hQFhU5TXFcuf7Abs5oGoBg&ved=0CDoQ9QEwBg&usg=AFQjCNGj8OfNQskWYmlwlv0fHCwleEv_gA
https://www.google.de/url?q=http://blog.hersoncruz.com/2013/10/isoiec-270012013-draft-mayor-changes/&sa=U&ei=nQFhU4uIDaSv7AbuzYDQBw&ved=0CFIQ9QEwEg&usg=AFQjCNFVO0dGkKyR8ZurGKNwFETMjQ8aGQ
https://www.google.de/url?q=http://www.profindis.de/web/guest/tuv-zertifizierung-als-itil-trainingsinstitut&sa=U&ei=6gFhU7y8KIaN7Abe0oCYAg&ved=0CEgQ9QEwDQ&usg=AFQjCNHJbhPfAw1L-2Mk7OkXbn7OQzO6zQ
https://www.google.de/url?q=http://www.proprofs.com/quiz-school/topic/cmmi&sa=U&ei=CwJhU77SBO6g7Aa474CwCA&ved=0CDwQ9QEwBw&usg=AFQjCNGOOdxkZAydLUVeAiv3ROQ1kh_mTQ
https://www.google.de/url?q=http://new.ceiorg.com/pmi-rmp-risk-management-professional/&sa=U&ei=IQJhU6HHAayg7Aa8g4GgAg&ved=0CDAQ9QEwAQ&usg=AFQjCNGEBFs04CfQE0epDvSB818n6HKZaA
https://www.google.de/url?q=http://www.ccb.ac.uk/public/college-life/PRINCE2&sa=U&ei=NAJhU6yzGKK27QbSg4CgAw&ved=0CDQQ9QEwAw&usg=AFQjCNHrcfT4675PSaH77HFODSwFK2q3fg
https://www.google.de/url?q=http://www.coursemonster.com/uk/training-courses/togaf/&sa=U&ei=aQNhU-_ECvGw7Abq6YC4Dg&ved=0CDgQ9QEwBQ&usg=AFQjCNGuGvXVN3lgW60_zzRyQqLyb85uSg
https://www.google.de/url?q=http://www.welivesecurity.com/la-es/2013/07/16/coso-y-el-establecimiento-de-un-sistema-de-control/&sa=U&ei=0QNhU9TPJq3X7Aab9IDYCw&ved=0CDAQ9QEwAQ&usg=AFQjCNGIWKBjCvdO1xX05dowhwh0D05Wpw

4. Enabling a Holistic Approach (Enablers)

Synopsis:

COBIT 5 has 7

enablers: 3. Organisational 4. Culture, Ethics
« Factors that, individually 2. Processes Structures and Behaviour
and collectively, influence

whether something will \ f /

work - in the case of COBIT,

governance and 1. Principles, Policies and Frameworks
management over
enterprise IT

« Driven by the goals

cascade, i.e., higher-level , 6. Services, 1. People,
IT-related goals define what 5. Information Infraﬂrycmre Skills anq
the different enablers and Applications Competencies
shoulq achieve Resources

« Described by the COBIT 5 \_

framework in seven
categories



5. Separating Governance From Management

« The COBIT 5 framework makes a clear distinction
between Governance and Management.

« These two disciplines:
« Encompass different types 0 £

of activities. -
(Board of Director:
- O

« Require different
organisational @

structures.
-
t] [‘} t] dﬁ ﬁbme t
(Executive-Manag 1t)

« Governance: In most enterprises, governance is the
responsibility of the board of directors under the
leadership of the chairperson.

- Management: In most enterprises, management is the
responsibility of the executive management under the
leadership of the CEO.

29



Synopsis:

37 Processes:

« EDM -
Governance
Processes

* APO,
BAI & DSS -
Management
Processes

30

Evaluate, Direct and Monitor

EDMO1 Ensure
Govermance EDM02 Ensure EDM03 Ensure ma‘g Ensure E%mrgg';r’e
Framework Setting Benefits Delivery Risk O ptimisation Opﬁm"iggﬁm Trans
and Maintenance parency

Align, Plan and Organise

APOO Man: APOO3 Man
the IT Manage?nugm APOO2 Manage Emerpriseaae APOD4 Manage APOO5 Manage APOOE Manage APOOT Manage

Framewark Strategy Architecture Innovation Purtfolio Budget and Costs Human Resources

APOO8Marage ff  APODS Manage APO10 Marage MP012 Marage ||  APO13 Manage
Relationships Agreements Suppliers Risk Security

Build, Acquire and Implement

BAIOZ Manage BAIDS Manage BAIOT Manage
BAID Manage BAI02 Manage Solutions B‘i“ﬂ El'ﬂalnage Organisational BAIOG Manage Change
ng?m&? and Re[?gflre&nents Identifieation anﬁ:a IaE’r; Change Changes Acceptance and
o) Initon and Build pacity Enablement Transitioning

BAIDE Manage BAIO10 Manage
Knovdedge Configuration

Deliver, Service and Support

5 DS502 Manage DSS05 Manage DS506 Manage
:mrd%g%ge Service Requests %ﬁﬁ&”@ge Security Business
and Incidents Services Process Controks

Processes for Management of Enterprise IT

Source: COBIT®5, figure 16. © 2012 ISACA®

Monitor, Evaluate
and Assess

MEAM Monitor,
Evaluate and Assess
Performance and
Conformanee

MEAQ2 Manitor,
Evaluste and Assess
the System of Internal
Control

MEADO3 Monitor;
Ewvaluate and Assess
Compliance With
Extemnal Requirements

30



Governance versus Management e
antwerp

management school
 —

Example Governance Process

Set and Maintain the Governance Framework

Domain: Evaluate, Direct and Monitor

Process Description

Analyse and articulate the requirements for the governance of enterprise IT, and put in place and maintain effective enabling structures, principles, processes and
practices with clarity of responsibilities and authority to achieve the enterprise's mission, goals and objectives.

Process Purpose Statement

The process purpose is to embed an effective governance system for IT in the enterprise.



Governance versus
Management

Ref

EDMO01.01

Example Governance Process +
key management practices

EDMO01.02 Direct the Governance System

Establish informed leadership and obtain their
support, buy-in and commitment.
Establishment the structures, processes and
practices for the governance of IT in line with
agreed governance design principles, decision-
making models and authority levels. Define the
information required for informed decision-
making.

EDMO01.03

Governance Practice

Evaluate design of enterprise governance of
IT

Continually identify and engage with the
enterprise's stakeholders and document an
understanding of the requirements and make
judgement on the current and future design of
governance of enterprise IT.

Monitor the Governance System

Monitor the effectiveness and performance of
the enterprise’s governance of IT. Assess
whether the governance system and
implemented mechanisms (including
structures, principles and processes) are
operating effectively and provide appropriate
oversight of IT.
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EDMO01.01 Evaluate design of enterprise governance of
IT

Continually identify and engage with the
enterprise's stakeholders and document an
understanding of the requirements and make
judgement on the current and future design of
governance of enterprise IT.

1 Analyse and identify the internal and external environmental factors (legal, regulatory and contractual obligations) and trends in the business
environment that may influence governance design.

2 Determine the significance of IT and its role with respect to the business.

3 Consider external regulations, laws and contractual obligations and determine how they should apply within the enterprise governance of IT.
4 Determine the implications of the overall enterprise control environment with regards to IT.

5 Articulate principles that will guide the design of governance and decision making of IT.

6 Understand the enterprise’s decision making culture and determine the optimal decision making model for IT.

7 Determine the right levels of authority delegation, including threshold rules, for IT decisions.
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EDMO01.02 Direct the governance system.

Inform leadership and obtain their support,
buy-in and commitment. Guide the structures,
processes and practices for the governance of
IT in line with agreed governance design
principles, decision-making models and
authority levels. Define the information
required for informed decision making.

1 Communicate governance of IT principles and agree with executive management on the way forward to establish informed and committed
leadership.

2 Establish or delegate the establishment of governance structures, processes and practices in line with agreed-upon design principles.

3 Allocate responsibility, authority and accountability in line with agreed-upon governance design principles, decision-making models and
delegation.

4 Ensure that communication and reporting mechanisms provide those responsible for oversight and decision-making with appropriate
information.

5 Direct that staff follow relevant guidelines for ethical and professional behaviour and ensure that consequences of non-compliance are known
and enforced.

6 Direct the establishment of a reward system to promote desirable cultural change.
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EDMO01.03 Monitor the governance system.

Monitor the effectiveness and performance of
the enterprise’s governance of IT. Assess
whether the governance system and
implemented mechanisms (including
structures, principles and processes) are
operating effectively and provide appropriate
oversight of IT.

1 Assess the effectiveness and performance of those stakeholders given delegated responsibility and authority for governance of enterprise IT.

2 Periodically assess whether agreed governance of IT mechanisms (structures, principles, processes, etc.) are established and operating
effectively.

3 Assess the effectiveness of the governance design and identify actions to rectify any deviations found.

4 Maintain oversight of the extent to which IT satisfies obligations (regulatory, legislation, common law, contractual), internal policies, standards
and professional guidelines.

5 Provide aversight of the effectiveness of, and compliance with, the enterprise’s system of control.

6 Monitor regular and routine mechanisms for ensuring that the use of IT complies with relevant obligations (regulatory, legislation, common
law, contractual), standards and guidelines.
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The knowing-doing gap

While organisations do recognise EGIT’s importance, they are still
struggling with getting such governance practices implemented and
embedded into their organisations (‘*knowing-doing gap’)

Need for an organizational system, i.e. “the way a firm gets its people to
work together to carry out the business”. (De Wit and Meyer, 2005).
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